NHOOPMALIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA

C KaxIbIM TOJOM MOJIOACKH B HWHTCPHETE CTAHOBUTHCA OOJIBIIE, a
IIKOJIBHUKKA OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTelield PyHera. Mexnay TeM,
MMOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEM, MHTEPHET HECET U MPOOJIeMBbI. JTa
IIaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOQUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KomnproTepHblii BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononxeHne K 3TOMy, BUPYChI MOI'YT MOBPEAUTDH WU IIOJIHOCTBIO YHUUYTOXKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylleHa 3apa)KEHHas IIporpaMMa, a Tak)Ke IMOBPEIUTh WIM AK€ YHUUTOXUTH
OIEPAIOHHYIO CUCTEMY CO BceMH (aiizamu B 1eJIoM. B OONBIIMHCTBE cily4yaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozpbl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Mcrionb3yii COBpEMEHHBIE ONIEPALMOHHBIE CHCTEMBI, IMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. lloctossHHO ycTaHaBnMBail mnautd (UUQPPOBBIE 3aIIaTKHA, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJIEHUS CBOEH ONepalMoHHON cucTeMbl. CkaunBai UX TOJIBKO C O(PUIIMATBLHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO OOHOBJICHUS,
BKJIKOYH €Tr0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE IOJ TMpaBaMH TIOJIb30BATENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrnons3yil aHTHBUPYCHBIE IPOTPaMMHBIE MPOAYKTBI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

5. Orpanunub GpuU3NUECKUl JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHMX JIULL;

6. Mcnonp3yil BHELIHME HOCUTENNU MH(OpMalMU, Takue Kak (hielika, TUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHbIE (ailyibl, MOJTYYEHHbIE W3 HEHAJIEAKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepmaniackas KOMIAaHHUS 3apeTUCTPUpOBasia OpeHT
"WECA", uro o6o3nayano caoBocoueranue "Wireless Fidelity", koTopsrii
NEPEeBOIUTCS Kak "0ecrpoOBOAHAS TOUHOCTD'.

Jlo Harmiero BpeMeHu Jomuia Apyras abopeBuatypa, KoTopast sIBIIeTCS TaKOH



xKe TexHonoruei. Jto abbOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoi TexHuku Hi-Fi, yTo B nepeBoje o3Havaer
"BBICOKAsi TOYHOCTD'".

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, UTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMammio gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJv JAOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U Opanamayep. Tem
CaMbIM ThI 00€30TacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimoun pynkuuio "OOmuii 10CTyI K (aitiam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCTIOJIb30BaHMs B paboTe win yueoe;

4. He wucnonw3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIMpUMeED ISl BBIXOJa B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3y# Toapko 3amuineHHoe coenudenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun (ynkiuio "Tloakmouenune k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO TMOJKJIIOUYEHUS YCTPOWCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CouunajabHbIe CeTH

CounasibHbI€ CETH aKTUBHO BXOJIAT B HAIIlYy KW3Hb, MHOTHE JIFOAU PabOTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENIA HE
MOHUMAIOT, YTO HH(pOpMAIMs, pa3MEIICHHAs UMU B COIIMAJIBHBIX CETSIX, MOMKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb criucok py3eil. ¥ 1e0s B Apy3bsAX HE JOHKHO ObITh CIy4YailHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO 4YacTHYIO >ku3Hb. He ykaspiBail maposu, TenedoHsl,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYIyH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amumiail CBOI penyTaluio - IEp>KH €€ B UUCTOTE U 3a/1aBail cede BOIpoc:
XoTeNl Obl Thl, YTOOBI JPYTHE IMOJH30BATEIN BHJIEIH, YTO ThI 3arpyKaemib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIOAbMH, KOTOPHIX HE 3HAElIh, HE UCIOJIb3YH CBOE
peanbHOE MMS U JPYTYIO JUYHYI0 WH(GOPMAIUU: UM, MECTO JKHTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. U3beraii pazmemenus pororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha



MECTHOCTH, 10 KOTOPOH MOKHO ONPEAETUTHh TBOE MECTOIOI0KEHHUE;

6. Ilpu perucrpaniuu B COIMAJIBLHONH CETHU HEOOXOJMMO HCIOJIH30BATh
CJIO’KHBIE MApOJIU, COCTOSAIINE U3 OYKB U IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYIHX CaWTOB HEOOXOIUMO
HCIIOJIB30BaTh pa3HbIe Mapoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKA
MOoJy4aT AOCTYH TOJILKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE J€HbI'

DNEKTpOHHBIC JIEHBIM - 3TO OYEHb YAOOHBIM CMOCOO TIaTexel, OTHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIMCH COBCEM HEJJABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX T'OCyAapCTBax 0 CHX IOp HE IMPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYyHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAHO B 3aKOHE, TJIE€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPHIX pa3pellaeTcss MPOBOJIUTH Olepanuu 0e3
uJeHTU(UKAIIMY TTOJIb30BATENs], @ B HCAHOHUMHBIX MJICHTU(DUKAIMS TOJIB30BaTels
SBIISIETCS 00A3aTEIBHOM.

Taxke crnemyer pasznuyaTh dSJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJJICKTPOHHBbIC He(dUATHBIC ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padOTe C AAEKTPOHHBIMU JE€HbIAMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TeeOH. ITO camblid yIOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedOH MOMOXKET, €CIH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yil omHopa3oBbie maponu. llocie mepexona Ha YCHICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IUIATEKHOIO MapOJIs;

3. Boeibepu cnoxubiii mapons. [IpectynmHukam OyneTr HE MPOCTO yrajaarh
CJIOXHBIN naposb. HagexHsle mapoiu - 3T0 napoiu, KOTOPhIE COAEPKAT HE MEHEE
8 3HAKOB ¥ BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MTPOMKUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJiiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbBIE JaHHBIE HA CalTaX, KOTOPBHIM HE JOBEPSICILIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJOTHS U MPEOCTABIISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOTYYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE pacIpeIeaioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBI MOYTOBBIA SIIUK  BBITJISUT
CJIETYIONTUM 00pa3oM: UMsI_TTOJIh30BaTeIsI(@WUMS_JIoMeHa. Takke Kpome mepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe1aBaTh (paiiiibl.

OcHOBHBIE COBETHI 10 0€30MaCHOM pabOTe C INEKTPOHHON MOYTOM:



1. Hamo BbIOpaTh mHpaBWIbHBINA TOYTOBBIA cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE I0BEPSATH TEM,
KOTO 3HACIIb U KTO TIEPBBII B PEUTUHTIE;

2. He yka3pIBail B IMUHON mouTe JIUUHYIO uHpopManuto. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapOJIs
HY>KHO BBOJUTH KOJI, TPpUChUIaEMbIN 10 SMS;

4. Be106epu CII0XKHBIN Napoiib. [[J1s Kaxka0ro HOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecth BO3MOXHOCTH HAamucaTb CaMOMY CBOM JIMYHBIM BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. HMcronp3yll HECKONBKO MOYTOBBIX SIIUKOB. IlepBbId 1711 4YacTHOM
MEPEINUCKU C aipecaramMu, KOTOPHIM Thl JOBEpsClIb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPALIMK HA PopyMax U calTax;

7. He oTkpsiBail ¢aiiibl U Apyrue BIOKEHUS B MUCHbMAaX, JaKe €CIH OHU
OPUILIA OT TBOUX Jpy3el. Jlydille yTouHM y HUX, OTHPABIISUIA JIU OHU TeOe ITU
(baisl;

8. Tlocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

Ku0epOyajuHr uim BUPTyaJbHOE U31€BATEIbCTBO

KubepOymuar -  mpecienoBaHue  COOOIICHUSIMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3ayTUBaHUE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Gpocatics B 60oii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€clii HEeT TOro, K KOMy MOKHO OOpaTHThCS, TO BHayajie yCIOKOUTbCs. Eciu Tl
HaYyHEIIb OTBEYaTh OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJBKO ele OoJblie
pa30AOKeIIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 3a AHOHWMHBIM aKKayHTOM;

4. He crouT BecTH XyJMTraHCKMH o0pa3 BUPTyalbHOH >xu3Hu. MHTepHer
(buKcUpyeT Bce TBOM JEHUCTBHS M COXpAHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. WrHopupyil eaunHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
COOOIIeHHMS JTyullle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKkpaniaeTcs Ha Ha4albHON
CTa/IuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUH C
OINPEJEIEHHBIX aIPECOB;

8. Ecnu 11 cBUneTens kubepOymmunra. TBOM NeHCTBUS: BBICTYIIUTh IPOTUB
npeciieoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,



MOJ//IepKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJOTHYECKAs IMOMOIIb, COOOIIUTH
B3pOCJBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIN TesaedoH

CoBpeMeHHbIe CMapTQOHBI U TIJIAHIIETHI COJIEPXKAT B ceO€ BIOJIHE B3POCIbIN
GyHKUHMOHAT, W TEmepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmmnbioTepamMu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Maso. TecTupoBaHUE U MTOUCK YSA3BUMOCTEHN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, To *e caMoe kacaeTcs U MOOUIIbHBIX MPUIIOXKEHUM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ TPAKTUYECKH JIOTHAIA
HACTOJBHBIE aAHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATA BIEYET 3a COOOM
OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30MaCHOCTH MOOUIILHOTO TesiedoHa:

Huuero He sBisercst mo-HacrosimiemMy OecriaTHbIM. Byb OCTOpOXKeH, Belb
Korjia Tebe mpeasiaratoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IJIATHBIE YCITYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, Goto uim Bugeo. Thl TOUHO 3HACIID,
r7e OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xonumo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOEI0 cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOMIJIBHBIX TeNIe()OHOB;

He 3arpyxaii mpuiaoxeHusi OT HEM3BECTHOTO MCTOYHHUKA, BEIbh OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro Kak Thl BBIMJEIIb C CalTa, I/I€ BBOAWJ JIMUYHYIO UHQOpMALHIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepuoauuecku npoBepsii, KAaKUe IMIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TelieOHA TOJIBKO JIHOJSM, KOTOPBIX ThI
3Haellb U KOMY JOBEpPSEIIb;

Bluetooth momkeHn OBITH BBIKIIIOUEH, KOTZIa Thl UM HE TOJb3yemibes. He
3a0bIBail MHOT/Ia TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE  OHJIAWH-UTPBI - O3TO  KPacO4YHbIC, 3aXBaThIBAIOLINE
pa3BiieueHus, OOBEIUHSIONIME COTHHM ThICSY YEJNOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPKarOTCSI C MOHCTPAaMHM W TOJY4YarOT ONBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OMJIAUYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKHe-TO OIIUU.

Bce 3T cpencTBa uayT Ha NOANEPKAHUE U PA3BUTHE UI'PBI, 4 TAK)KE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTud (IUQPPOBbIE 3aIaTKU U1 IPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO



Kpa)kv TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUK OOJIBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 O€30MIACHOCTH TBOETO UTPOBOT'0O aKKAyHTa!

1. Ecnu npyroii urpok Beaer ceOs II0X0 WK CO3/1aeT Tede HENPUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxany¥ics agMUHUCTPATOPaM UIPhI HA IJI0XO0€ ITOBEEHUE ITOTO UT'POKa,
JKEJAaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muunyto nHGoOpMaIuio B mpogaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oKa ThI Urpaelib,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OObIYHOHN Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yJIUBHUUIb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IEPEMECTUIINCE B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEJIOM.

Tax mosiBuiach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIMHT,
[JIaBHAsl LEJb KOTOPOTO COCTOMT B MOJYYEHUH KOH(PUIACHIMATBHBIX JAaHHBIX
M0JIb30BATENEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing untaercs kak
¢umuHr (ot fishing - peiOHast 10BJIA, password - mapoib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Eciu Thl momo3peBaenip, 4TO TBOSI AHKETA
ObLJ1a B3JI0MaHa, TO HEOOXO0IMMO 3a0JIOKUPOBATh €€ U COOOIINUTh aIMUHUCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yii 6e30macHbIe BeO-CaliThl, B TOM YHCIIC, HHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonw3yit ClOXKHBIE M pa3HbIe Mapoyid. Takum oOpa3oMm, eciu Tels
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO NPEIyNpPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIEe JOOABJIEHBI Y T€OS B APY3bsIX, O TOM, YTO T€Os B3JIOMAJU U,
BO3MOYKHO, OT TBOETO UMEHH OYJIET pacchlIaThCsl ClaM M CChUIKU Ha (PUITMHTOBbBIE
CAWTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpsiBail ¢aiiibl U Apyrve BIOXKEHUS B MUCbMAaX, JaXKe €CJIM OHHU
OPUIUIM OT TBOUX Jpy3eil. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOe ITH
(banbI.

Hu¢posas penyrauus

Hudposas permyranus - 3T0 HEraTUBHAS UM IO3UTHBHAsI MHPOPMAIUs B CETU



o tebe. Komnpomerupyromas uHpopmanus, pasMeIIeHHass B UHTEPHETE, MOKET
CEpbE3HBIM 00pa3oM OTpa3uThbcs Ha TBOeM peanbHOU ku3HU. "Lludposas
penyranus’ - 3T0 TBOM UMUK, KOTOPbIN (popmupyeTcs U3 HHPpopManuu o Tede B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YyueObl, TBOE (PUHAHCOBOE IIOJIOKEHUE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCATCA K IyONMKalUM JMYHOM
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl naxke He
CMOJKEIIIb JIOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JIeT Ha3ald, crajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pasmenienne TBoux (otorpaduii U apyrue AeMCTBUS MOTYT
HE UCYE3HYTh JIaXe IMOCIIE TOr0, KaK Thl X YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty MH(OpMaIHIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHMUJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O Te€Oe OKpYKarollue JI0JU, KOTOpble HAlAyT U YBUIAT
3T0. HailTn uHdoOpMmMalo MHOTO JIeT CIyCTS CMOXKET JII0OOH - Kak M3 J00pbIX
noOyKJI€HUH, TaK ¥ C HAMEPEHUEM IPUUUHUTH BPEJ. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pEMyTaALNU:

1. [lonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaBaTh y ceOs B Oyore
WIN B COLMAIIBHOM CETH;

2. B nHactpoiikax mpoQuis yCTaHOBH OTpaHHYEHUS HAa MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memaii u He yka3biBail HH(GOpPMALIMIO, KOTOpas MOXET KOro-imdo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHbBIE II0JIb30BaTeIM  IU(PPOBOTO
npoctpaHcTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXHOCTSIMH  Iu(ppoBoro  mupa  TpeOyeT coOmoneHuss TpaB  Ha
MHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIIEKTyallbHas COOCTBEHHOCTBH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHHUI M 3HAKOB,
0003HAYAIOIIMUX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYTH, U 3aKaHYMBas KHUTaMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKUE NPaBa BHICTYIAIOT B
KAaueCcTBEe TapaHTHUHM TOTO, YTO HMHTEIJIEKTYyaJlbHBIA/TBOPUECKUN TPy aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeAJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
paspelieHus aBTOopa HE  MOXKET BOCHPOM3BOJIWUTH €ro  MPOU3BENICHHUE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
MycKaTh B MPOKAT, MyOJIMYHO MCIONHATH, MOKA3bIBATh/UCHOIHATH B d(Upe WU
pasmemats B MHTEpHETE.

Hcnonp3oBanne '"mupaTckoro" MpOrpaMMHOTO  OOECHEeYeHUsT MOKET
NPUBECTM K MHOTMM pHUCKaM: OT NOTEpU JAHHBIX K TBOMM AaKKayHTaMm [0



OJIOKMPOBKHM TBOEIO YCTPOICTBA, IZIE YCTAaHOBJIEHA HeJeraibHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYLIECTBYIOT JIETaJIbHbIE U OECIUIaTHbIE MPOTrPAMMBI,
KOTOPBIE MOKHO HAalTH B CETH.

O noprane

CereBrn4OK.p( - TBOI INIaBHBIN COBETUYMK B CETH. 3/1€CH Thl MOXEIIIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IPH BO3HUKHOBEHHH
KPUTHYECKON CUTyallMd OOpaTUTHCSA 3a COBETOM. A TakXe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CaMbIM [U(POBBIM I'PakIaHUHOM !



